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Preface

This book is based on a course in cryptography at the upper-level under-
graduate and beginning graduate level that has been given at the University
of Maryland since 1997, and a course that has been taught at Rutgers Uni-
versity since 2003. When designing the courses, we decided on the following
requirements:

• The courses should be up-to-date and cover a broad selection of topics
from a mathematical point of view.

• The material should be accessible to mathematically mature students
having little background in number theory and computer program-
ming.

• There should be examples involving numbers large enough to demon-
strate how the algorithms really work.

We wanted to avoid concentrating solely on RSA and discrete logarithms,
which would have made the courses mostly about number theory. We also
did not want to focus on protocols and how to hack into friends’ computers.
That would have made the courses less mathematical than desired.

There are numerous topics in cryptology that can be discussed in an
introductory course. We have tried to include many of them. The chapters
represent, for the most part, topics that were covered during the different
semesters we taught the course. There is certainly more material here than
could be treated in most one-semester courses. The first thirteen chapters
represent the core of the material. The choice of which of the remaining
chapters are used depends on the level of the students and the objectives of
the lecturer.

The chapters are numbered, thus giving them an ordering. However,
except for Chapter 3 on number theory, which pervades the subject, the
chapters are fairly independent of each other and can be covered in almost
any reasonable order. Since students have varied backgrounds in number
theory, we have collected the basic number theory facts together in Chapter
3 for ease of reference; however, we recommend introducing these concepts
gradually throughout the course as they are needed.

The chapters on information theory, elliptic curves, quantum cryptogra-
phy, lattice methods, and error correcting codes are somewhat more mathe-
matical than the others. The chapter on error correcting codes was included,
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x Preface

at the suggestion of several reviewers, because courses that include introduc-
tions to both cryptology and coding theory are fairly common.

Computer Examples. Suppose you want to give an example for
RSA. You could choose two one-digit primes and pretend to be working
with fifty-digit primes, or you could use your favorite software package to
do an actual example with large primes. Or perhaps you are working with
shift ciphers and are trying to decrypt a message by trying all 26 shifts of
the ciphertext. This should also be done on a computer.

Additionally, at the end of the book are appendices containing computer
examples written in each of Mathematica, Maple, MATLAB, and Sage
that show how to do such calculations. These languages were chosen because
they are user friendly and do not require prior programming experience.
Although the course has been taught successfully without computers, these
examples are an integral part of the book and should be studied, if at all
possible. Not only do they contain numerical examples of how to do certain
computations but also they demonstrate important ideas and issues that
arise. They were placed at the end of the book because of the logistic
and aesthetic problems of including extensive computer examples in these
languages at the ends of chapters.

Additionally, programs available in Mathematica, Maple, and MATLAB
can be downloaded from the Web site (bit.ly/2JbcS6p). Homework prob-
lems (the computer problems in various chapters) based on the software
allow students to play with examples individually. Of course, students hav-
ing more programming background could write their own programs instead.
In a classroom, all that is needed is a computer (with one of the languages
installed) and a projector in order to produce meaningful examples as the
lecture is being given.

New to the Third Edition. Two major changes have informed this
edition: Changes to the field of cryptography and a change in the format of
the text. We address these issues separately, although there is an interplay
between the two:

Content Changes. Cryptography is a quickly changing field. We have
made many changes to the text since the last edition:

• Reorganized content previously in two chapters to four separate chap-
ters on Stream Ciphers (including RC4), Block Ciphers, DES and AES
(Chapters 5–8, respectively). The RC4 material, in particular, is new.

• Heavily revised the chapters on hash functions. Chapter 11 (Hash
functions) now includes sections on SHA-2 and SHA-3. Chapter 12
(Hash functions: Attacks and Applications) now includes material on
message authentication codes, password protocols, and blockchains.

• The short section on the one-time pad has been expanded to become
Chapter 4, which includes sections on multiple use of the one-time
pad, perfect secrecy, and ciphertext indistinguishability.

• Added Chapter 14,“What Can Go Wrong,”which shows what can hap-
pen when cryptographic algorithms are used or designed incorrectly.



i
i

“book” — 2019/8/28 — 21:36 — page xi — #11 i
i

i
i

i
i

Preface xi

• Expanded Chapter 16 on digital cash to include Bitcoin and cryptocur-
rencies.

• Added Chapter 22, which gives an introduction to Pairing-Based Cryp-
tography.

• Updated the exposition throughout the book to reflect recent devel-
opments.

• Added references to the Maple, Mathematica, MATLAB, and Sage
appendices in relevant locations in the text.

• Added many new exercises.

• Added a section at the back of the book that contains answers or hints
to a majority of the odd-numbered problems.

Format Changes. A focus of this revision was transforming the text
from a print-based learning tool to a digital learning tool. The eText is
therefore filled with content and tools that will help bring the content of
the course to life for students in new ways and help improve instruction.
Specifically, the following are features that are available only in the eText:

• Interactive Examples. We have added a number of opportunities for
students to interact with content in a dynamic manner in order to
build or enhance understanding. Interactive examples allow students
to explore concepts in ways that are not possible without technology.

• Quick Questions. These questions, built into the narrative, provide
opportunities for students to check and clarify understanding. Some
help address potential misconceptions.

• Notes, Labels, and Highlights. Notes can be added to the eText by
instructors. These notes are visible to all students in the course, al-
lowing instructors to add their personal observations or directions to
important topics, call out need-to-know information, or clarify difficult
concepts. Students can add their own notes, labels, and highlights to
the eText, helping them focus on what they need to study. The cus-
tomizable Notebook allows students to filter, arrange, and group their
notes in a way that makes sense to them.

• Dashboard. Instructors can create reading assignments and see the
time spent in the eText so that they can plan more effective instruction.

• Portability. Portable access lets students read their eText whenever
they have a moment in their day, on Android and iOS mobile phones
and tablets. Even without an Internet connection, offline reading en-
sures students never miss a chance to learn.

• Ease-of-Use. Straightforward setup makes it easy for instructors to
get their class up and reading quickly on the first day of class. In
addition, Learning Management System (LMS) integration provides
institutions, instructors, and students with single sign-on access to the
eText via many popular LMSs.
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• Supplements. An Instructors’ Solutions Manual can be downloaded by
qualified instructors from the textbook’s webpage at www.pearson.com.
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