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Chapter 1

INSIDE THE
UNIX KERNEL

Despite the simplicity of the UNIX operating system at its inception, UNIX has evolved
into avery complex, versatile, and scalable operating system. This complexity is dueto the
fact that the kernel manages a wide variety of services including Network File Systems
(NFS), Input/Output (1/0O), sockets, and process and memory management. The UNIX
operating system is highly tunable and supports many different types of configuration. This
chapter is not meant to be an introduction to the UNIX operating system. On the contrary,
this chapter requires that you have a good working knowledge of the UNIX operating sys-
tem. If you find thismaterial overwhelming or difficult to understand, please consider read-
ing abook on the fundamentals of the UNIX operating system (see the References section).

1.1  UNIXINTERNALS

The UNIX kernel isthe central core of the operating system. It provides an interface to the
hardware devices aswell asto process, memory, and I/O management. The kernel manages
requests from users via system callsthat switch the process from user spaceto kernel space
(see Figure 1.1).

Each time a user process makes a system call such asread(), f ork(), exec(),
open(), and so on, the user process experiences a context switch. A context switch is a
mechanism by which a process switches from one state to another. The process may be
either suspended until the system call is completed (blocking), or the process may continue
and later be notified of the system call completion via a signal (nonblocking). Figure 1.2
shows an example of a context switch.
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FIGURE 1.1 System calls and the UNIX kernel.

Figure 1.2 demonstrates auser processissuing asystem call, inthiscasether ead( ) 1
systemcall. Ther ead() system call takesafile descriptor, buffer, and the number of bytes
to beread asarguments. Ther ead() system call forcesthe user processto block until the
completion or timeout of ther ead() system call. Most UNIX operating system vendors
provide alibrary for performing nonblocking (asynchronous) 1/0 calls since the traditional
UNIX /O calsof read()andwri t e() areblocking (synchronous). See Chapter 3 for a
more detailed discussion on the UNIX [/O model.

The UNIX kernd provides services to different system resourcesincluding I/O, mem-
ory management, process management, and network services. A particular application or user
process accesses the system resources and services via system cals. The performance of the
application is highly dependent on the type of system calls used and the number of system
calls per application. Kernel resources are expensive and should be regarded as avaluable and
limited set of resources. In order to maximize performance, the application should minimize
the amount of system calls used, thereby reducing kernel space overhead and maintaining the
user processin user space for most of the time. However, certain applications, such asadata
base management system heavily dependent on 1/O, cannot avoid system calls. The god in
this situation is to tune the UNIX kernel and the system to respond as quickly and efficiently
aspossible so that the kernel resources can be freed quickly to service other requests. In other
words, the goa of the application should be to minimize the amount of time spent in kernel
space while maximizing throughput in the user space.

1. Refer tothe manual pagesonther ead() systemcal.
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FIGURE 1.2 User process issues r ead() system call.

One of the major system calls central to the UNIX operating system isthef or k()
system cal.2 Thef or k() system call creates another process known as the child process,
while the process that issued the f or k() system call becomes the parent process. The
fork() system call duplicates the entire process structure and the process address space
of the parent process. The child process inherits the job class characteristics and environ-
ment of the parent process. The child process also inherits open file descriptors from the
parent process. You can reference the parent process| D of aprocessusing theps - ef com-
mand.® Thef or k() system call enables one process to create another process either syn-
chronously by waiting on the child process, or asynchronously by continuing the execution
of the parent process. Thef or k() system call takes no arguments and returns an integer.
The return value can represent one of three distinct values.

1. 0, meaning thef or k() call successfully created a child process, and O refersto
the child process within the parent process;

2. -1, meaning the system was unable to create another process. In this case, you
can usetheper r or () % system call to output the exact error message that caused
thef or k() call tofail; or

2. Refer tothemanual pagesonf or k() (i.e.,, manfork) for adetailed description of thef or k() systemcall.
3. Refer to the manual pages on ps for platform-specific options.
4. Refer tothe manual pageson per ror () for acomplete description.
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3. A default positive integer greater than 0 that is returned to the parent process
which representsthe process | D of the child process. The parent process can then
wait on this child process, thereby blocking until termination of the child process,
or the parent process can continue execution without waiting on the child pro-
cess. Thiswould be an asynchronous event, and the parent process can be sig-
naled when the child process terminates. The parent process would need to
establish a signal handler code segment to trap and interpret the signal from the
child process.

Thef or k() system call is not only used within application programs to create sub-
processes and subtasks, but also within the kernel itself to create subprocesses. For exam-
ple, consider the output in Table 1.1 from the ps - ef command.

TABLE 1.1 Output from the ps - ef command

uiD PID PPID TIME CMD

root 0 0 0:01 sched

root 1 0 0:01 /etcfinit -

root 2 0 0:00 pageout

root 3 0 3:27 fsflush

root 131 1 0:01 /usr/sbhin/inetd -s

root 289 1 0:00 /usr/lib/saf/sac -t 300
root 112 1 0:02 /usr/shin/rpchind

root 186 1 0:00 /usr/lib/lpsched

root 104 1 0:12 /usr/sbin/in.routed -q

root 114 1 0:01 /usr/sbin/keyserv

root 122 1 0:00 /usr/sbin/kerbd

root 120 1 0:00 /usr/sbin/nis_cachemgr
root 134 1 0:00 /ustr/lib/nfs/statd

root 136 1 0:00 /ustr/lib/nfs/lockd

root 155 1 0:00 /ustr/lib/autofs/automountd
root 195 1 0:00 /usr/lib/sendmail -bd -q1h
root 159 1 0:00 /usr/sbin/syslogd

root 176 1 0:07 /usr/shin/nscd

root 169 1 0:13 /usr/sbin/cron

*%
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In Table 1.1, the sched process has the Process | D (PID) 0 and a Parent Process | D
(PPID) of 0, meaning the sched processisthe base process. Thei ni t process has apro-
cess| Dof 1 and aparent process| D of 0, meaning that thei ni t processwasinherited by
the sched process. The sched process is the scheduler process that is responsible for
scheduling processes on the run queue. Thei net d daemon hasaprocess| Dof 131 and a
parent process of 1, meaning the i net d daemon was inherited by thei ni t process. The
i ni t processisthesysteminitializer processresponsiblefor spawning and initializing pro-
cesses with certain defaults.

Therefore, it is apparent that the f or k() system cal plays a large role in the UNIX
operating system and is used frequently in both user applications and system applications.
Consider thefollowing program segment that summarizesthef or k() systemcal anditsuse.

File: sanplel.c

#defi ne FORK_ERROR -1

#i ncl ude <stdio. h>
#i ncl ude <unistd. h>

main ()

{
int |pid;

I pid=fork(); /* fork() issued, return code is checked bel ow */
switch(lpid) /* for success or failure. */

{
case 0: /* Child Process section - fork() succeeded, call
execl (). */
execl ("sanple2",arg*0,arg*1,....,arg*n, NULL);
case -1: /* Unable to create process */
perror ("Unable to create process");
exit (FORK_ERROR);
default: /* Return to Parent Process */
/* Either continue or wait on child process. */
/* Val ue returned here is process id of child process. */
}
}
The process flow of this program would appear as in Figure 1.3 if compiled and
executed.

.
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sample 1
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FIGURE 1.3 Process flow.

1.2 UNIXARCHITECTURE

The UNIX operating system consists of many different layers that manage different
resources and services. The basic architecture of the UNIX operating system (OS) consists
of two main layers: the system or kernel layer, and the user layer.

Figure 1.4 illustrates the different layers of the UNIX operating system.

Applications

Daemons

Kernel
(Core)

FIGURE 1.4 Layers of the UNIX operating system.
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1.2.1 KERNEL LAYER

The kernel layer is the core of the operating system and provides services such as process
and memory management, 1/0 services, device drivers, job scheduling, and low-level hard-
ware interface routines such as test and set instructions. The kernel layer consists of many
different internal routines that process the user requests. Accessto the kernel isindirect via
system calls. You cannot call theinternal kernel routines directly. The system calls provide
a mechanism by which a user process via the system call can request a kernel resource or
service. The kernel itself isrelatively small in terms of its disk and memory storage sizes.
On Sequent systems, the kernel is located in the root directory and consists of asinglefile
named unix (/ uni x). The size of the UNIX kernel on Sequent systems varies depending
on the system configuration and the number of device drivers configured. A typical size
may range from 1 MB-5 MB. On Solaris 7 (2.7) systems, thefile path for the UNIX kernel
is/platform/<platform_type>/ ker nel / uni x. The <platform_type> indicates the type of
system architecture such as sundm or sun4u. It isimportant to note that when the operating
system isinstalled on the machine, you must allocate enough space for theroot file system.
If you do not allocate sufficient space, you may not be able to rebuild the kernel because
rebuilding the kernel requires atemporary staging areato hold both the new kernel and the
previous kernel file. In addition, you may also not be able to install operating system
patches if sufficient free space does not exist in the root file system. | recommend that you
always leave at least 500 MB free in the root file system. Although this may seem high,
rebuilding the root file system to increase its space is not an easy task. It is better to have
extra space than be short afew megabytes.

The kernel also provides services such as signal handling, synchronization, interpro-
cess communication, file system services, network services, and hardware monitoring.
Each time a process is started, the kernel has to initialize the process, assign the process a
priority, allocate memory and resources for the process, and schedule the process to run.
When the processterminates, the kernel freesany memory and/or resources held by the pro-
cess. The UNIX process model will be discussed in greater detail later in section 1.2.5.

1.2.2 FILE SYSTEMS

The UNIX file system isahierarchical file system that beginswith ther oot (/) filesys
tem. Each file system is mounted at a mount-point. For example, the/ (r oot ) file system
is mounted on the / mount-point. The / usr file system is mounted on the/ usr mount-
point. Figure 1.5 shows the hierarchical directory structure of the UNIX file system.

In Figure 1.5, the /usr, /var, and / opt directories are subdirectories of the
/ (root) filesystem. The/ usr,/ var,and/ opt subdirectories may each be separatefile
systems from the root file system; however, the hierarchical file structure still applies. In
fact, it is recommended that the / (r oot ),/ var, / opt, and / usr subdirectories al be
separate file systems. This helps prevent the root file system from being filled up with
patches, system log files, E-mail, and user software packages. This also increases the per-
formance of the root file system since the overhead of maintaining a larger file system is
reduced by separating the operating system (OS) binaries and executables from user soft-
ware packages and system log files.

.
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@ Root Directory

@ Sub-Directories

FIGURE 1.5 Directory structure of the UNIX file system.

The UNIX file system has many different file system types such as uf s (UNIX file
system), NFS (Network file system), vxf s (Veritasfile system), and cdf s (CD-ROM file
system). The uf s file system type is the most standard UNIX file system consisting of
super-blocks, inodes, offsets, and storage blocks. Reads and writesto auf s file system are
done in blocks depending on the size of the file system block size. Block sizes can range
from 1 KB to 8 KB depending on the file system type selected. NFS is aremotefile system
that isexported to other client systems. These client systems may mount theremotefile sys-
tem from the server that is exporting the file system. There are system daemons on both
sides (NFS server daemons and NFS client daemons) that communicate with each other via
RPC (Remote Procedure Call). NFS packets are |P (Internet Protocol) packets that utilize
the UDP (User Datagram Protocol) datagram.5 Thevxf s file system typeis afile system
based on the Veritas Volume Management software.® The cdf s file system type isa CD-
ROM—based file system, also referred to as hsf s (High Sierrafile system) and 1SO 9660
CD-ROM file system.

1.2.2.1 ufs

The uf s file system is the most common UNIX file system type and consists of a
block-based file system that contains offsets, super-blocks, cylinder groups maps, inodes,
and storage blocks. Figure 1.6 shows the uf s file system type structure.

Each ufs file system consists of multiple cylinder groups with each cylinder group
consisting of the structure diagrammed in Figure 1.6. The boot block is contained only in
the first cylinder group of the file system (Cylinder Group 0). The boot block is8 KB in
size and contains the boot strap used during the system boot process. If the file system is
not used for booting (i.e., other than the root file system), the boot block isleft blank.

5. Solaris 2.5 changed the NFS code (NFS Version 3) to utilize TCP/IP instead of UDP.
6. Veritas provides disk volume management software for UNIX platforms.
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Cylinder Group n:

Boot Block
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Cylinder Group Map

Inodes
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FIGURE 1.6 The uf s file system type structure.

The super-block consists of information about the file system, such as

1 Status of the file system (used by f sck)
1 File system label (name)

1 Filesystem sizein logical blocks

(1 Date and time stamp of the last update

(4 Cylinder group size

[ Number of data blocks per cylinder group
1 Summary data block

The cylinder group map is a specific feature of the uf s file system type and consists
of ablock of data per cylinder group that maintains block usage within the cylinder. The
cylinder group map also maintains the free list of unused blocks, as well as monitors disk
fragmentation.

Theinode layer is one of the most important layers within the file system. The inode
layer contains most of theinformation about afile with the exception of thefile’'sname. The
name of the fileis maintained in adirectory. Aninode is approximately 128 byteslong. By
default, an inode is created for every 2 KB of storage in the file system. The number of
inodes can be specified during the file system creation phase by using the newf s or nkf s
command.” See Chapter 3 for more details on tuning file systems. Aninodein the uf s file
system contains the following information.

7. Refer to the manual pageson newf s and nkf s for specific parameters and options.
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[ Mode and type of thefile

[ Number of hard links to thefile

(1 User | D of the owner of thefile

(1 Group | D of the group to which the file belongs

[ Number of bytesin thefile

[ Two arrays comprising atotal of 15 disk block addresses
(1 Date and time stamp of last access

(1 Date and time stamp of last modification

(1 Date and time stamp of file creation

The core of an inode is two arrays that together consist of 15 disk block addresses.
Thefirst array is comprised of 12 direct addresses. These direct addresses map directly to
the first 12 storage blocks of thefile. If the file size exceeds 12 blocks, the first address of
the second array refersto an indirect block. Thisindirect block consists of direct addresses
as opposed to file contents. The second address refersto adoubleindirect block containing
addresses of indirect blocks. The third address references a triple indirect block containing
addresses of indirect blocks. Figure 1.7 portrays the uf s addressing scheme®

Table 1.2 shows the maximum number of bytes addressable by each level of
indirection.®

TABLE 1.2 Maximum file addressable size

Logical Direct Single Indirect Double Indirect Triple Indirect
Block Size Blocks Blocks Blocks Blocks
2 KB 24 KB 1 MB 512 MB 256 GB
4 KB 48 KB 4 MB 4 GB 4TB
8 KB 96 KB 16 MB 32GB 64 TB

Note: TB (Terabyte)

The maximum file size in a uf s file system is 2 GB, which is addressable through
triple indirection. Triple indirection is a signed 32-hit field, hence the 2 GB file limit as
most UNIX operating systems are 32-bit.1% Most UNIX vendors are currently working to
convert to a 64-bit—based operating system. The 64-bit operating system will eliminate the
2 GB filelimit, thus allowing terabyte sizefiles. Although thelogical file system block size
ranges from 2 KB to 8 KB, uf s provides a smaller subset of a block known as a fragment
or chunk. The fragment or chunk isusualy 1 KB in size but can be set to a multiple of the
operating system block size of 512 bytes. Fragments are used to accommodate smaller files
in order to avoid awastage of space. The maximum length of auf s filenameis 255 bytes.

8. Kulihin, Julia, Fox, Mary L., Nester, Joan. System Administration, Vol. 2. UNIX SVR4.2 MP, pp. 3-18.
9. Kulihin, dulia, Fox, Mary L., Nester, Joan. System Administration, Vol. 2. UNIX SVR4.2 MP, pp. 3-18.
10. Digital hasthe DEC-Alpha UNIX Servers, which are based on Digital’s 64-bit operating system.
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FIGURE 1.7 The uf s addressing scheme.

Eachtimeauf s file system ismounted, the state of the file system is checked. If the
file system stateis stable or clean, thefile system is mounted and made available for use. If
the file system stateisunstable, an f sck is performed on the file system. Thef sck utility
scans the file system and corrects any discrepancies found between the inode information
and data storage blocks. The f sck utility may cause aloss of data if certain inconsistent
filesaretruncated. For large file systems, fsck may take along time becausef sck isasyn-
chronous process and must scan the entire file system. For this reason, you may choose to
use ajournaled file system such asvxf s.

1.2.2.2 vxfs

The vxf s file system is based on the Veritas Volume Management software. The
vxf s file system offers several enhancements over the uf s-based file system. It provides
extent level allocation and ajournal feature. The extent level allocation reduces the alloca-
tion workload by allocating an extent (many blocks) at once, as opposed to the uf s-based
file system which allocates in increments of blocks. The journal feature is similar to the

%%
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concept of the Oracle redo log. As changes are made to the file system, those changes are
recorded in thejournal. Therefore, if the system wereto crash or panic, an f sck would not
be necessary since the journals need only to be applied to restore the file system’s state of
consistency. Thissignificantly reducesthe length of recovery timefollowing asystem crash
or panic. Figure 1.8 details the structure of the vxf s file system.

1.2.23 NFS

NFS (Network file system) is aremote file system that is accessed by client systems
over the network. NFS file system types are extremely common and popular in the UNIX
environment. NFS allows multiple client systems access to a common file system from an
NFS server. It aso provides heterogeneous systems the ability to share files and data. This
centralizes system administration since only the NFS server needs to be backed up. This of
course also leads to a single point of failure. NFS file systems typically are used for devel-
opment, home directories, and software distribution. Figure 1.9 shows how an NFS file sys-
tem works.

InFigure 1.9, the NFS server—that is, the system exporting the file system for remote
mounting (access)—is running the NFS server daemons which service NFS client requests.
On the client side, the client—a workstation or another server—mounts the file system as
an NFS file system and accesses the NFS file system through the NFS client daemons. The
NFS client daemons communicate with the NFS server daemons via RPC (Remote Proce-
dure Call). Remote procedure calls enable applications to call procedures (functions) on a

Super-Block

Object Location Table

Intent Log

Object Location Table Replica

Allocation Unit O

Allocation Unit n

FIGURE 1.8 Structure of the vxf s file system.

11. Kulihin, Julia, Fox, Mary L., Nester, Joan. System Administration, Vol. 2. UNIX SVR4.2 MP, pp. 3-33.
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o NFS Client Daemons

Client RPC
e Exported
File System

o NFS Server Daemons

NFS Server
FIGURE 1.9 The NFS file system concept.

remote system. RPC uses the XDR (Externa Data Representation) protocol for data
exchange. For more information on XDR or RPC, refer to the respective manual pages, or
refer to a programmer’s guide on RPC. A heavily hit NFS server can significantly increase
the network traffic. This can affect network and NFS performance. There are many perfor-
mance issues to consider when using NFS file systems. Performance issues pertaining to
NFS are discussed in Chapter 3.

1.2.2.4 cdfs

The cdf s file system is a CD-ROM—based file system that is used to mount CDsfor
the purposes of installing software and/or data. These file systems are read-only and pro-
vide specific options during mounti ng12 that control the format of the files on the CD.

1.2.2.5 The vnode

Internally, UNIX manages file systems using vnodes. Vnhodes are known as virtual
nodes and act as a higher-level object to the inode. The UNIX operating system uses the
inode object to manage files and file systems. Vnodes are virtual nodes which then map to
the specific object type depending on the use of the vnode. For example, for the uf s file
system, avnode consists of aninode. For an NFSfile system, the vnodeis an rnode (remote
node). For more information on the vnode structure, you can browse the vhode header file

12. Refer to the manual pages on the nount command.
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/usr/incl ude/ sys/ vnode. h. The vnode structure alows for a generic file system
implementation regardless of the specific type of file system.

1.2.2.6 Large Files

In the race to provide support for large files (files larger than 2 GB in the 32-bit
world), operating system vendors have recently provided APIs allowing applications to
manage large files. Solaris 2.6, HP-UX 10.2, and Dynix ptx 4.4 provide APIs that support
64-bit file offsets. Many vendors such as Sun, HP, Sequent, Oracle, and Veritas participated
in the Large File Summit. The Large File Summit (LFS) isan industry initiative to develop
a generic specification for the support of files larger than 2 GB. The LFS specification
extends the current interfaces to behave differently when dealing with large files. For
instance, the open() system call will set errno to EOVERFLOWIf the file is greater than or
equal to 2 GB.

The LFS draft defines a set of additional 64-bit API functions that provide support
for regular size and large sizefiles. In essence, the LFS draft defines anew set of functions
named xxx64() corresponding to the existing set of functions named xxx() . For exam-
ple, open64(),creat 64(),| stat 64(),andl seek64() areafew of the 64-bit func-
tional interfaces added by the LFS specification. Thereis also a 64-hit file offset data type,
namely of f 64_t .

InSolaris 2.6, setting _FI LE_OFFSET_BI TSto 64 inyour application source before
including system headers enabl es the 64-bit interfaces. Setting _FI LE_OFFSET_BI TSto
64 resultsin of f _t being type-defined asal ong | ong 64-bit datatype. In addition, the
existing file 1/0O function calls - xxx () - will be mapped to their 64-bit counterpart
- xxx64() . In order to utilize the large file functionality, refer to your platform-specific
documentation. Each platform may have a different set of APIsand commands for dealing
with large files.

Solaris 2.6 also provides a new mount option which enables or disables large file
support. If thefile system is mounted with thel ar gef i | es option, then fileslarger than
2 GB can becreated inthefile system. Thenol ar gef i | es mount option disables support
for large files. The system administrator can use these mount options on a per file system
basisin order to manage large file support.

Large files are useful because they improve system administration and performance.
System and database administrators now have the ability to reduce the number of files by
utilizing large files. This helps reduce the complexity of backups and restores in dealing
with alarge number of files. However, large files also reduce the amount of file 1/O paral-
lelism. For example, two 2 GB files may be backed up or restored concurrently as opposed
toasingle 4 GB file. Large files may a so improve performance by allowing wider stripes.
The 2 GB file size restriction limited the sizes of disk partitions and thus the width of the
stripe. By using the large file feature, more disks can be added to the stripe. For instance,
instead of creating a2 GB stripe consisting of three disks, you can create a4 GB stripe con-
sisting of six disks. The large file option has its advantages and disadvantages, but for the
most part it is a useful feature enabling UNIX applications to manage large files.
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1.2.2.7 UNIX Buffer Cache

UNIX employs a file system buffer cache to cache file system information such as
directory name lookups, inodes, and file control block data. The actual file data blocks are
part of the virtual memory pages, not the buffer cache. The concept of the UNIX file system
cacheissimple: datafrom reads and writesis maintained in the cachein the event that sub-
seguent reads may request datathat is already in the cache. This significantly increases per-
formance since access to the cache is in the time order of nanoseconds (memory access
speeds), and accessto thedisk isin thetime order of milliseconds (disk access speeds). This
isan order of magnitude 100,000 times greater since milliseconds have a base of 103, and
nanoseconds have a base of 10°. When a user process issues a read, the kernel first scans
through the UNIX file system cache to determine if the data is already in the cache (cache
hit). A cache hit means that the read request found the data in the cache, thereby avoiding
physical disk I/O. If the dataisin the cache, the kernel copies the data from the file system
cache into the user’s workspace. Although this is a memory-to-memory copy, system per-
formance can suffer during periods of high file system activity. This can also lead to
increased levels of paging. See Chapter 3 for a discussion of the performance tuning tips
for the UNIX file system cache. If the data was not found in the cache (cache miss), the
kernel issuesaphysical read to the disk drive(s) containing the dataand bringsthe datainto
the UNIX file system cache. A cache miss means that the data was not found in the cache,
and physical 1/0 was necessary to bring the data into the cache. The kernel then copiesthe
datafrom the UNIX file system cacheinto the user’sworkspace. Figure 1.10 shows acache
hit and Figure 1.11 shows a cache miss. Each time a user process issues a write to a file
system-based file, the data is written to the file system cache and later flushed to disk.
Depending on the flags used to open13 the file, physical writes to the file may be deferred.
If the writes are deferred, the dataiis written only to the cache and islater flushed out to disk
by the file system flush daemon. If the file was opened with the flag that requests writesto
not be deferred, writesto the file are physically written to the disk. However, all file system
reads are always read from the UNIX file system cache, unless specific calls are used to
bypassthe UNIX file system cache. The size of the UNIX file system cacheis controlled by
kernel-tunable parameters. On Solaris, the buf hwmkernel parameter controls the maximum
size of thefile system buffer cache. Another related parameter, npbuf , controls the number
of physical 1/0 buffers allocated each time more buffers are needed (provided the total
amount does not exceed buf hwi). These parameters can be setinthe/ et c/ syst em file.

The UNIX file system cache uses aleast recently used algorithm to age data out of the
cache. The file system cache is maintained by a system daemon that is both time-driven and
space-driven. The daemon wakes up periodically and scansfor dirty pagesto be written out.
A dirty pageisapage that has changed and has been marked as dirty, meaning that the page
should be written out to disk upon the next write-out scan. The daemon also ensures that
thereis sufficient space for reads and writes by flushing dirty disk pagesto disk or aging out
least recently used data. The file system daemon is tunable, and performance gains can be
achieved by tuning the file system daemon appropriately.

13. Refer to the manual pages on theopen() file system call.
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File
System Requested data was
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Kernel copies data
into User Space
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UNIX Kernel

Read (FileDescriptor, buffer, bytes)

User User
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FIGURE 1.10 A cache hit.

Kernel flushes data from
file system cache to disk.

Disk |7 77— |

> File
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from disk drives into read (FileDescriptor, buffer, bytes)

the file system cache.
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FIGURE 1.11 A cache miss.
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1.2.3 VIRTUAL MEMORY

The UNIX operating system is based on the virtual memory model. The virtua memory
model allows a process or a system to address more memory than physically exists. The
UNIX virtual memory model consists of a set of memory pages, usualy 4 KB each. Older
versions of UNIX had page sizes of 8 KB. You can determine the page size on your plat-
form by using the sysconf ()1* system call. The UNIX operating system uses a swap
device in addition to physical memory to manage the allocation and deallocation of mem-
ory. For example, a machine with 64 MB of physical memory and a 192 MB swap device
supportsavirtual memory size of 256 MB. Earlier versions of UNIX did not provide afiner
level of memory management than swapping. Swapping isthe process by which the system
no longer has enough free physical memory available, and processes are completely
swapped out (written) to the swap device. Once the process has been completely written out
to the swap device (i.e., swapped out), the physical memory occupied by the process can be
freed. The swap device can be asingle file or series of files, and each swap file can be no
larger than 2 GB.1° Therefore, the UNIX kernel virtual memory is based on both the phys-
ical memory and swap device. Figure 1.12 illustrates the virtual memory and swap device.

Because the UNIX operating system is based on the virtual memory model, atrans-
lation layer is needed between virtual memory addresses and physical memory addresses.
This tranglation layer is part of the kernel and is usually written in machine language
(Assembly) to achieve optimal performance when trandlating and mapping addresses. Fig-
ure 1.13 illustrates the virtual to physical translation layer within the kernel.

Swap Disk | 1 GB

/
Physical Memory :
(Example 1 GB) T Swap Disk [ 1 GB
°
°
°

Swap Disk [ 1 GB

Virtual Memory: 4 GB+

FIGURE 1.12 Virtual memory model.

14. Refer to the manual pagesonthesysconf () system call.

15. Thisisdueto the limitation that asingle file on 32-bit UNIX platforms cannot exceed 2 GB. Most OS ven-
dors currently provide large file support.
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Physical Address

Map
4 KB
Virtual Address 512 KB
Map °
0000...0 °
[ ]
1 MB
Address
Translation
/ Layer
FFF...F

FIGURE 1.13 Virtual to physical memory address translation layer.

In Figure 1.13, each time auser process accesses memory, the kernel usesthe address
trand ation layer to map the virtual memory addressinto aphysical memory address. Virtual
addressing makesit possible to address larger amounts of memory than physically exist. As
long as the virtual memory address scheme supports large memory configurations, adding
additional physical memory is straightforward. Most 32-bit UNIX kernels support a maxi-
mum of 4 GB of direct addressable memory per process, and extensions are provided to
address memory beyond 4 GB.

Current versions of UNIX provide a more granular approach to swapping known as
paging. Paging swaps out various different pagesin memory to the swap device rather than
the entire process as in swapping. This not only increases performance by minimizing the
time needed to load a process into memory, it can also provide more physical memory to
other processes. In certain instances, a process might allocate a large section of memory
upon processinvocation. However, most of this memory may remain unused during thelife
of the process. For example, declaring a large System Global Area (SGA) when only a
small section of the SGA is actively used could cause the unused portions of the SGA to be
paged back to the free list. This allows other processes access to these physical memory
pages. Hence, paging not only minimizes the chances of a complete swapout, it also pro-
vides higher availability to memory by utilizing idle memory pages. The UNIX kernel
maintains a free list of memory pages and uses a page daemon to periodically scan the
memory pages for active and idle pages. The page daemon uses a clocklike algorithm to
maintain pages in memory. Figure 1.14, shows the paging a gorithm.1®

16. SunService. UNOS5.X Internals Guide SP-365, Revision B.1, September 1993, pp. 5-6.
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fronthand

FIGURE 1.14 The paging algorithm.

In Figure 1.14, the page daemon using the minute hand (fronthand) scans the page
list and examines the reference bit. If the reference bit is active, the page’s reference bit is
set to idle. If the reference bit is marked idle (meaning that no references have been made
to this page), the page becomes a candidate for the page free list. During the second phase,
the hour hand (backhand) scans the page list. If the reference bit is till idle and was set to
idle during the previous scan, the page becomes a candidate for the freelist. If the page ref-
erence bit is set (meaning that the page is active and has been referenced), the page is | eft
alone. Thisagorithm’'sgoal istwofold: to ensurethat the system has plenty of free memory,
and to minimize paging and swapping. There are system thresholds that control the fre-
guency of the page daemon. Asthe avail able free memory closely approachesthese thresh-
olds, the page daemon will increase the frequency of its scans in order to increase the
amount of free memory. The thresholds include limits such as the amount of memory that
isawaysleft free, the desired or ideal amount of free memory, and the amount of free mem-
ory before swapping occurs. All of these limits control the activity of the page daemon.
Higher limits cause an active page daemon. Lower limits reduce the activity of the page
daemon. Tuning the page daemon is discussed in Chapter 2.

Paging and swapping can severely impact the performance of your system, and
efforts must be made to ensure that swapping never occurs and that paging activity is min-
imized. It should be noted that swapping is an act of desperation by the UNIX kernel to free
memory immediately. This act of desperation causes processes to be completely swapped
out in order to free memory. Thrashing occurs when even swapping was not successful in
freeing memory, and memory is needed to service critical processes. Thisusually resultsin

.
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asystem panic, asthisisthe last action that the kernel can take to free memory. Swapping
needsto be avoided at all costs asthisis evidence of insufficient memory. You may need to
tune your system and/or application to use less memory or you may need to add additional
physical memory to accommodate the workload.

1.2.4 SHARED MEMORY

The UNIX System V Release 4 operating system standard provides many different mech-
anisms for interprocess communication. Interprocess communication is required when
multiple distinct processes need to communicate with each other either by sharing data or
resources or both. Interprocess communication is also used when processes are dependent
on one another. For example, one process may be responsible for updating files while
another process is responsible for receiving the updates. Once received and verified, the
processthat receives the updates may forward the updates on to the other processto process
the updates. These two processes need a method to share data. Shared memory isone of the
methods of UNIX System V Release 4 interprocess communication. Shared memory, asthe
term suggests, enables multiple processes to “share” the same memory, in other words,
multiple processes mapping into the same virtual address map. Shared memory avoids
expensive memory-to-memory copies when processes need to share data in memory.
Shared memory aso increases application portability because most platforms support
shared memory. Figure 1.15 illustrates the concept of shared memory.

Many applications use shared memory as a technique for interprocess communica-
tion. Oracle uses shared memory to hold the SGA. This enables Oracle processes and Ora-
cle user connections to attach to the same SGA without having to copy the SGA between
each process. Having to copy the SGA between processes not only would be time consum-
ing, but memory requirements would also grow at an explosive rate.

Shared
Memory

N

L ~
User
Process

User User
Process Process

User Space

FIGURE 1.15 Shared memory concept.
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1.2.5 PROCESS MODEL

The UNIX operating system uses a priority-based round-robin process scheduling architec-
ture. Processes are dispatched to the run queue based on priority and are placed on the sleep
gueue based either on the process’ completion of itstime slice or by waiting on an event or
resource. Processes can sometimes result in a deadl ock when waiting on aresource. Hence,
user applications need to provide deadlock detection to ensure that user processes do not
deadlock on resources.

machi nel% mypr ogram

When a user issues the command ny pr ogr amat the UNIX prompt, the kernel places
the request for myprogram on the dispatch queue with acertain level of priority. The default
priority for the particular job class is assigned assuming that no specific priority has been
requested either through theni cel” command or pri ocnt | () 18system call. Theinternal
kernel routines scan the dispatch queue and the sleep queue to ensure that processes are not
starved from the CPU and that processes do not exceed their time slice. Do not confuse
internal kernel routines with system calls. Internal kernel routines are routines that can be
used and called only by the kernel. System calls are the user interface to the kernel system
services. For example, for k() and read() are examples of user system calls, while
get page() and put page() are examples of internal memory management routines.
Figure 1.16 illustrates the process scheduling cycle of the UNIX OS.

Figure 1.16 shows both the dispatch (i.e., run) queue and the sleep queue as containing
processes. The dispatch queue contains processes marked as ready to run. Once aprocessis
marked as runable, the process will begin execution on a CPU as soon as a CPU becomes
available. In Figure 1.16, three processes are shown on the dispatch queue that then begin exe-
cution on the three available CPUs. Once the time dlice (time-share job class) of the process
is exceeded, the process is migrated to the deep queuein favor of other processes which have
been deeping and are now marked as ready to run. The process scheduling agorithm in the
UNIX kernel tries to balance CPU time collectively with other processes in order to avoid
CPU starvation and CPU saturation. Once on the sleep queue, the process with the highest pri-
ority will be scheduled to run. The same holdstrue of the dispatch queue. The kernel may also
preempt processes by reducing their priority. Preemption isatechnique used by the UNIX ker-
nel to stop acurrently running process or set of processes and schedule other processesto run.
A process can be preempted under many different circumstances, such as when the process
has exceeded itstime dice, ahigher priority process needs to be scheduled, a system event or
interrupt occurred that needsto be serviced, or the process appearsto be waiting on aresource
that is busy. The kernel maintains information about processes including the current process
gtate. Using the ps command, you can obtain the process state of a particular process or list
of processes. For example, Table 1.3 shows the output listing from the ps command.

17. Theni ce command enables a user to change the priority of a particular user process. Only the superuser or
root account can increase the priority of aprocessusing ni ce.

18. Thepri ocntl () system cal provides asystem cal interface to user process priority management.

.
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Highest Priority Least Priority
Process [ Process|Process Process
Processes #320 |#413 #1378 #4129 | Dispatch/Run Queue
are migrated

queue.

from the
sleep queue
to the run
CPU CPU CP

u

Process Process| Process|Process
#23127 #320 #413  |#1378 |Seep Queue
Highest Priority Least Priority

FIGURE 1.16 Process scheduling cycle of the UNIX OS.

TABLE 1.3 Output listing from the ps command

ST uiD PID PPID TIME CMD

S root 0 0 0:01 sched

S root 1 0 0:01 letc/init -
0] root 2 0 0:00 pageout
R test 281 280 0:01 xterm

z test 282 <defunct>

The process state can be classified as one of the following:

S — Processis currently sleeping.

O— Process is currently running on a CPU.
R — Processisready to run.

| — Processisidle; currently being created.
T — Processis being traced.

X — Process is awaiting memory.

Z — Processisazombie.
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In aprocess state of S, the process is sleeping and is waiting on an event. The event
could bewaiting on an I/O request completion, waiting for alocked resource, or waiting on
some datathat is not yet available. A swapped processwill also have astate of S (deeping).
Putting aprocessto sleep and later awakening the processis an expensive operation and can
lead to performance problems—especially when a high number of process slegps occur. A
process state of Omeans the processis active and isrunning on a CPU. The process state R
indicates that the processis ready to run, and as soon as a processor becomes available, the
process will run (assuming it is not preempted in favor of ahigher priority process). A pro-
cessstate of | indicatesthat the processisidle and is being created or initialized. A process
state of T indicatesthat the processis being traced. Thisiscommon during debugging mode
when parent processes trace child processes to detect problems. X refers to the state when
the processis awaiting additional memory. Lastly, Z refersto the zombie process state. The
zombie process state has two main meanings: thefirst isthat the process (child process) has
terminated and has a parent process. The second is that the process is marked to be killed
by the UNIX kernel. Each process has a complete process structure associated with it when
it is created. This process structure has a link to the address space of the process. During
the zombi e state, the process structure and address space are removed and freed back to the
system. The only information remaining in the kernel for a zombie processis an entry in
the process table. The kernel is responsible for cleaning up the process table and removing
zombie entries. Figure 1.17 shows the process map within the kernel.

The process structure contains many different fields, including process information
and process statistics. Each time a process is created, a separate process structure for the
process is created. To learn more about the process structure, | encourage you to read the
<pr oc. h> header file located in the / usr /i ncl ude/ sys directory. This header file is
platform-specific, and it provides a complete listing of the process structure.

Process Table

Process Structure | Page H Page | _.I Page |

/ PID=2389
PID=2389

Owner
Parent Info
Address Space

Address Space

These are just afew of the items
that are part of the process
structure. There are many more.
For acomplete listing of the
process structure, review the

<pr oc. h> header file located in
[usr/include/sys.

FIGURE 1.17 Process structure.
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1.2.6 THE JOB SCHEDULER

The UNIX operating system job scheduler provides three different types of job classes as
listed in Table 1.4. Each class listed in Table 1.4 has a discrete set of global priorities that
control the scheduling order of the tasks (processes) within the particular job class. Thejob
classeslistedin Table 1.4 arelisted in order of increasing priority. It iscritical to understand
the purpose as well as the properties of each job class. The understanding of the different
job classes will enable you to further understand the kernel’s job scheduling policy. | must
emphasize that extreme care must be taken before altering the job class and/or priority of
any particular process. Doing so without a full understanding of the possible effects could
cause system instability, possibly forcing the system to panic. Please consult with your
hardware and OS vendor before altering job-class parameters. Figure 1.18 summarizes the
UNIX job scheduling classes.*®

Scheduler Class: Priority:
159

Highest Priority:

Real-time

System

Time-share

Lowest Priority:

FIGURE 1.18 UNIX job scheduling classes.

19. SunService. JUNOS5.X Internals Guide SP-365, Revision B.1. September 1993, pp. 6—7.
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TABLE 1.4 Job classes provided by the UNIX operating system job scheduler

JOB CLASS PRIORITY RANGE

Time-share 0 through 59 (59 being the highest); default job class
System 60 through 99; reserved for system daemon processes
Real-time 100 through 159; highest priority job class

1.2.6.1 Time-Share Job Class

The time-share job class is the default job class and has priority 0 through 59, with
59 being the highest priority. In thisjob class, each processisassigned atimedice (or quan-
tum). The time dlice specifies the number of CPU clock ticks that a particular task (or pro-
cess) can occupy the CPU. Once the process finishes its time dlice, the process priority
usually is decreased and the process is placed on the sleep queue. Other processes waiting
for CPU time may have their priority increased, thereby increasing their likelihood to run.
Unless specified through the di spadmi n? or pri ocnt | command, any time anew pro-
cessiscreated, it will be assigned to the time-share job classwith adefault priority. You can
use the ps - ¢ command to list the job class and priority of a process.

For example,

nyhost % ps -c

PID CLS PRI CovD
2403 TS 59 csh
15231 TS 48 ps

In this example, the output from the ps - ¢ command shows the Process | D (PI D) of
the current shell as well as the ps command itself. Both processes are in the Time-Share
(TS) job class, and have a priority of 59 or less.

1.2.6.2 System Job Class

The system job class is reserved for system daemon processes such as the pageout
daemon or the file system daemon. The priority range for the system job class is between
60 and 99. The system job class has a higher priority than the time-share job class. Thisis
to ensure that the system can provide services to the time-share job class processes when
system services such as memory, and/or file 1/0O are requested. Although it is possible to
alter the job class of atime-share process to real-time, it is not recommended because the
process would run at a higher priority than the system daemons. Use extreme care before
altering the job class or priority of processes.

20. Thedi spadm n command isthe Solaris utility used for process scheduler administration while the system
isrunning. You can use this command to change job classes. Refer to the manual pageson di spadmi n for
acomplete listing. On Sequent, usethepri ocnt | command. On HPR, usether t sched to schedule areal-
time job.
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1.2.6.3 Real-Time Job Class

The real-time job class is the highest priority job class and has no time dlice. Real-
time process priorities range between 100 and 159. The fixed-priority job class (rea-time)
ensures that critical processes always acquire the CPU as soon as the processis scheduled
to run—even if processesin other classes are currently running or scheduled to run. Again,
use caution when switching priorities or job classes of processes. Consult with your vendor
before switching processesinto different job classes. There may be some operating system—
specificissueswhen thejob class or priority of aprocessisaltered. Becausethereisnotime
dlice with real-time processes, the number of context switches is reduced significantly,
which can increase performance. More discussion on process management asit pertainsto
performance followsin Chapter 2.

1.2.7 THREADS MODEL

Several UNIX operating system vendors support the threads model either through avendor-
supplied library, or by supporting and supplying the POSIX?! threads library. Sun Solaris
2.X provides a Solaris threads library as well as the POSIX threads library. HP-UX 10.X
provides user threads and HP-UX 11.0 provides both user and kernel threads. The threads
model consists of an LWP (Light-Weight Process) structure. A thread isaunit of control or
execution within a process. A thread can be thought of as a subtask or subprocess. Unlike
the process model, which creates a separate process structure for each process, the threads
model has substantially less overhead than aprocess. A thread is part of the process address
space; therefore, it is not necessary to duplicate the process address space of the process
when anew thread iscreated. Thef or k() system call createsanew processand duplicates
the process address space of the parent process. However, when athread iscreated, it is part
of its process address space. This significantly reduces memory consumption aswell ascre-
ation time for the thread. There is an order of magnitude of difference between creating a
process versus creating a thread. 1t takes approximately 1000 times longer to create a full
process than it does to create athread.

Each thread can be bound to a CPU, thereby enabling parallel processing. There
are various routines such as thr_create(), thr_suspend(), thr_join(), and
thr_conti nue() that create athread, suspend athread, block until thread termination,
and continue execution of athread, respectively.?? Threads are extremely efficient but also
are extremely complex. There are many issues such as signals, stacks, and synchronization
that have to be considered carefully when using the threads model as opposed to the process
model. The threads model calls for high-throughput low-overhead asynchronous process-
ing. By default, threads are asynchronous and careful thought has to be given to the design
of athreads application with respect to synchronization. While the concepts of threads and

21. POSIX isthe Portable Operating System for the UNIX Standards Committee.

22. For more information on these Solaris thread system calls, refer to the manual pages on either
thr_create(),thr_continue(),thr_join(),orthr_suspend().ThePOSIX thread calls
start with pt hr ead, suchaspt hread_create().
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threads programming are certainly beyond the scope of this book, | intend to discuss the
basic concepts of threads as well as the performance gains associated with threads. |
encourage you to obtain a more detailed text on threads and threads programming.

Prior to the availability of threads, parallelism and asynchronous processing were
accomplished by using thef or k() system call. Using thef or k() system call, a process
created another process allowing both the parent and child process to execute simulta-
neously (assuming enough CPUs were available to handle multiple processes). The fork
technique generates tremendous system overhead because separate process structures must
be created and additional memory must be allocated. Solaris 2.X isamultithreaded operat-
ing system and most of the system daemons use threads to service requests.

1.2.8 SIGNALS AND INTERRUPTS

Fundamental to any operating system are the concepts of signalsand interrupts. Signalsare
software events and interrupts are hardware events. Signals can be asynchronous or syn-
chronous. Asynchronous signals can occur at any point. Asynchronous signals are things
like the QUI T signal (CTRL-\ ), software interrupt signal (CTRL- C), or hang-up signal.
Synchronous signal's are caused by an invalid operation such as a floating-point exception,
adivide-by-zero error, a segmentation violation, or abus error. Signals are commonly used
within applications as a method of communication between processes. Applications also
use signalsto trap certain events such as a user issuing the kill command on a specific pro-
cess. The application could trap the kill signal and then shut down cleanly, as opposed to
not trapping the signal and immediately aborting due to the kill request. You can use the
signal (), sigset(), orsigaction() system cals to establish a signal handler in
your application. You may choose to take a certain action upon receiving acertain signal or
choose to ignore the signal and allow your application to continue. Certain signals, such as
fatal hardware events, cannot be ignored and usually result in a core dump with the appli-
cation being terminated. You can refer to the manual pages on signals or refer to the
/usr/include/ sys/signal . h file for system-defined signals. You can aso define
your own application user-specific signals.

Interrupts are kernel events that are used to notify the kernel when an event has
occurred. A user application may issue a series of 1/0 calls and the kernel will pass these
1/O callsto the I/O queue. The I/0O devices involved will then process the 1/0 requests and
then send an interrupt to the kernel, notifying the kernel that the 1/0 requests have com-
pleted. The kernel may then send a signal to the user process notifying the process that its
1/O requests have completed. The user process can then check the error code of the 1/0 sys-
tem callsto determineif the 1/O requests have completed successfully. The kernel also uses
interrupts to preempt processes or take a processor off-line.

1.2.9 NETWORK SERVICES AND COMMUNICATION

Thekernel provides various network servicesincluding remotelogin, filetransfers, connec-
tionless connections, and NFS. The kernel provides asystem daemon—thei net d daemon,

.
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to provide network servicessuchasr | ogi n,r sh, f t p, and many other TCP/I P-based ser-
vices. The default networking stack protocol for the UNIX kernel is TCP/IP. TCP/IP works
intwo parts: TCP (Transmission Control Protocol) isresponsiblefor thevirtua circuit layer
that provides bidirectional data transmission; IP (Internet Protocol) is responsible for
packet transmission between the user processes and the networking layer. Figure 1.19
shows the relationship between TCP and IP.

When the system is booted in multi-user mode, the i net d daemon is started. The
i net d daemon is the Internet services daemon responsible for t el net, rl ogi n, r sh,
and other types of Internet services. Upon al ogi n ort el net, thei net d daemon forks
and execs the appropriate daemon such asin.tel netd for atel net session. The
/etclinet/inetd. conf fileistheconfiguration file used to configurethei net d dae-
mon. You can usethisfileto restrict certain Internet services such asremote shell (r sh) or
finger. Upon an Internet service request such asf t p, thei net d daemon forks and execs
the appropriate service daemon such asi n. f t pd inthe case of anf t p request. Using the
ps command, you can verify this as there should be a process for the ft p session
(i n. ft pd), and the parent process | D should be the process | D of the i net d daemon.
Most system administrators disable certain Internet services such as the remote shell and
finger in order to increase the security of the system.

Theraw IP layer consists of connectionless sockets. Sockets are a low-level method
of communication using endpoints. With sockets, you can specify the type of protocol to
use within the communi cation endpoint.

The UNIX kernel also supports other methods of communication such as pipes,
named pipes, sockets, and messages. M essages are another method of interprocess commu-
nication. Messages typically are used to send special datato processes. A pipeisaunidi-
rectional mechanism used to send streams of datato other processes. Named pipes are also
another method of interprocess communication that provide a permanent path, as opposed
to the traditional pipe. Sockets are bidirectional and are generally used for network com-
munication between clients and servers. The client opens the communication endpoint via
a socket, and the server listens on the socket to receive the communication.

User Processes

TCP/UDP Layer

IP Layer

Network Interface
Drivers

Ethernet
Card

FIGURE 1.19 The networking layers.
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1.2.10 /O SERVICES

The UNIX kernel provides many different types of 1/0 including the standard synchronous
I/Othat consistsof ther ead() andwri t e() system calls, asynchronous|/O, streams|/O,
and network 1/0. Network /O consists of the various different network services such as
ftp, tel net, and other TCP/IP or other protocol-driven 1/O services. Stream /O is a
mechanism for character-based 1/0 between the kernel and user processes. Examples of a
stream are network connections, tape media, and other character devices. Asynchronous
I/O is an enhancement to the standard synchronous I/0 that allows nonblocking reads and
writes. The kernel performs the asynchronous reads and writes and returns control to the
calling program immediately following the asynchronous 1/0O system call. In the synchro-
nous model, calling the system call read() or wri t e() would not return control to the
calling program until the completion of ther ead() orwri t e() call. With asynchronous
/0, callstoai or ead() orai owrite() returnimmediately following thecall.3If asig-
nal handler has been established, the user process is later signaled when an outstanding
asynchronous 1/0 call completes. Solaris 2.X provides a user library for writing applica-
tions using asynchronous 1/O. The full path of the library is/usr/lib/li bai o. so
(shared library). Sequent also providesthelibrary / usr/ 1'i b/ | i bseq. a that containsthe
asynchronous I/O system calls.

The Sun Solarislibrary providestheai or ead() andai owri t e() system callsfor
initiating asynchronous reads and writes, respectively. Sequent’s library, | i bseq. a, pro-
videsDl O Read() and DIl O Wit e() which, in addition to asynchronous I/O, provide
direct 1/0 to file systems. Direct 1/0 bypasses the file system cache and accesses the disks
directly.

1.2.11 SYNCHRONIZATION

The UNIX kernel provides several different methods of synchronization. Synchronization
isthe process of locking aresource to ensure consistency so that two or more processes do
not invalidate each other’s modifications. Although multiple processes can execute concur-
rently, locks are needed when a process wantsto protect aresource such asafile, datablock,
and/or section of memory. For instance, consider the standard banking transaction: Anindi-
vidual is withdrawing money from his or her account, while another relative is depositing
funds into the same account simultaneously. Without synchronization (locking), the end
balance may not be reflected correctly.
The Solaris kernel provides the following methods of synchronization:24

1. mutex locks
2. condition variables

23. Theai oread() andai ow it e() calsareprovided by the Solaris asynchronous I/O library
(I'i bai 0. so). For more information on the calls, you can refer to the manual pageson ai or ead() and
aiowite().

24. SunService. SUnOS5.X Internals Guide SP-365, Revision B.1. September 1993, pp. 2-31. Refer to the man-
ual pages on mutexes, condition variables, semaphores, or reader/writer locks for detailed information on the
related system calls.
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3. semaphores
4. multiple-reader single-writer locks

Mutex locks are mutual exclusion locks and can be used at the processlevel or at the
individual thread level. Mutex locks are simple and efficient low-level locks. Condition
variables are used in conjunction with mutex locks to verify or wait on a particular condi-
tion. Semaphores are a standard method of synchronization and are part of the System V
Release 4 interprocess communication kit. A semaphore is a nonnegative integer count of
available resources. The integer count is either incremented or decremented as resources
are freed or obtained, respectively. A semaphore count of zero indicates that no more
resources are available. Multiple-reader single-writer locks are more complex than the
other three types of synchronization as they provide multiple-reader locks as well as a
writer lock. Multiple-reader single-writer locks are primarily used for data that is queried
more often than updated. No reader locks can be obtained while awriter lock isheld. Writer
lock requests are favored over readers.

1.2.12 SYSTEM DAEMON LAYER

The concept of daemons is fundamental to the UNIX OS. A daemonis simply, astheterm
suggests, atask acting on behalf of another task or entity. In other words, adaemon is noth-
ing more than a background job or process responsible for a certain task or set of tasks. The
UNIX kernel consists of numerous system daemons that are responsible for memory man-
agement, file system management, printer jobs, network connections, and several other ser-
vices. For example, consider the output shown in Table 1.5 from the ps command.

Theligting in Table 1.5 from the ps command shows some of the system daemonsthat
are running.25 The pageout daemon (in Table 1.5 with pr ocess | D=2) isresponsible for
writing modified (i.e., dirty) pagesto the file system. The page daemon, under certain con-
ditions, will scan the memory page list and determine if the page is currently in use or has
been recently referenced. Depending on the paging agorithm used,®® the page daemon
either will skip the memory page or return the page to the free list. The main goal of the
page daemon is to ensure that the system does not run out of memory. After the page has
been flushed out to disk by the pageout daemon, the page is placed on the page free list.
The pageout daemon continuesto run aslong as there are pages to be written out to disk.

Another system daemon is the f sf | ush daemon. This daemon is responsible for
flushing dirty disk pagesfrom memory to disk. The UNIX kernel employsaUNIX filesys-
tem cache for managing file systems. All writes to afile system—based file are first written
to the file system cache, assuming the writes do not explicitly bypassthe UNIX file system
cache. Thegoal of thef sf | ush daemonisto ensurethat dirty file system pagesarewritten
to disk.

25. The preceding output from ps was generated from a Sun Server running Solaris 2.5.
26. Paging algorithms are discussed in detail in Chapter 2.
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TABLE 1.5 Output from the ps command

uiD PID PPID TIME CMD

root 0 0 0:01 sched

root 1 0 0:01 /etclinit -

root 2 0 0:00 pageout

root 3 0 3:27 fsflush

root 131 1 0:01 lusr/sbin/inetd -s

root 289 1 0:00 lusr/lib/saf/sac -t 300
root 112 1 0:02 /usr/sbin/rpcbind

root 186 1 0:00 Justr/lib/lpsched

root 104 1 0:12 lusr/sbin/in.routed -q

root 114 1 0:01 lusr/sbin/keyserv

root 122 1 0:00 Jusr/sbin/kerbd

root 120 1 0:00 Jusr/sbin/nis_cachemgr
root 134 1 0:00 lust/lib/nfs/statd

root 136 1 0:00 lust/lib/nfs/lockd

root 155 1 0:00 Jusr/lib/autofs/automountd
root 195 1 0:00 lusr/lib/sendmail -bd -q1h
root 159 1 0:00 /usr/sbin/syslogd

root 169 1 0:13 Jusr/sbin/cron

root 194 186 0:00 IpNet

System daemons are critical to the operating system and service requests both from
the kernel and from the user. The goa of these daemons is to satisfy these requests while
maintaining the integrity of the system. System daemons generally close the standard files
stdin, stdout, and stderr.?’ The file descriptor values for st di n, st dout, and
stderr are0, 1, and 2, respectively. Output from system daemons is usually directed to
the system console or specific system administration files.

27. Stdin, stdout,andst derr arethe default file descriptors associated with each process. St di n refers
to standard input. St dout refersto standard output, and st der r refersto standard error.
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1.2.13 SHELL LAYER

The UNIX operating system also provides different types of shells that act as a command
interpreter and an interface to the OS. UNIX provides three standard types of shells: The
Bourne shell (sh), the Korn shell (ksh), and the C-shell (csh). The Bourne shell and C-
shell seem to be the most common. You may use the shell of your choice and customize it
accordingly using thedot (.) filessuch as. | ogi n, . cshrc,and. | ogout forthe C-shell.
The. cshr ¢ isthe C-shell resource file invoked each time a C-shell is created. You can set
objects such as environment variables, aliases, and file locations. You can also use your
shell to invoke specific startup scripts or programs. Your default shell can be set by the
UNIX system administrator in the / et ¢/ passwd file or equivalent namespace in NIS or
NIS+. Some UNIX vendors aso provide arestricted shell (/ usr/ 1 i b/ r sh). This should
not be confused with the standard remote shell (r sh), which isaremote login facility. The
restricted shell isaspecial shell that restricts the user from changing environment variables
and from changing directory locations. Under arestricted shell, the user may execute only
commands found in the $PATH environment variable. This shell is often useful for secured
accounts that need to run certain applications only. The system administrator can use a
restricted shell to increase system security, permitting the user to run only certain com-
mands and applications.

1.2.14 APPLICATION LAYER

The application layer within the UNIX architecture consists of user-level programs or
scripts that are written in some sort of programming or script language. These programs or
scripts tend to be executable or binary files used within an application. If a programming
language such as C or C++ is used, the source code for the application is compiled using
the C or C++ compiler. The compiler then generates object code specific to the platform
and architecture. For example, compiling C code on a Sequent machine using DY NI X/ptx
4.4 generates object code based on the Intel architecture and the DY NIX/ptx operating sys-
tem. Linking the object code produces a DY NIX/ptx format executable.

The application layer is an important layer within the UNIX architecture as it is
responsible for running database software such as the Oracle8i Enterprise Edition, busi-
ness-specific applications, graphics tools, and development and debugging tools. It is
important that you understand thislayer and all the layers beneath. This solid understanding
will help you understand the Oracle architecture, thereby maximizing your ability to suc-
cessfully tune your Oracle and UNIX environment.
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