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Bad Things Come in Small
Packages
How Viruses Are Transmitted
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After spam, viruses are probably the most discussed email problem. Most
people are aware of their existence and hear about the major new strains
on the mainstream news. Viruses strike fear into many computer users’
hearts, who cringe when they imagine files being deleted or corrupted or
their computers being damaged.

Viruses and Trojan horses are also misunderstood. Many computer prob-
lems get blamed on viruses, often unjustifiably, and sometimes this misdi-
rected blame does more damage than a virus would have. Because most
people don’t understand viruses and how they work, even hoaxes about
viruses have become attacks and caused problems for many people who
were never infected.

This chapter discusses viruses and Trojan horses and explains how they are
passed through email messages. You learn the real risks and how to protect
against them. Also, you look at hoaxes and misdiagnoses and see how to
avoid hurting yourself by falling for them.
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The Trusted, the Innocent, and the
Seductive
Viruses are malicious code that attaches itself to files sent through email as
attachments. Although viruses are shrouded in mystery and often attrib-
uted almost supernatural powers, they are simply a special type of pro-
gram. My six-year-old was acting goofy yesterday, and my wife asked him
why he wasn’t listening. He told her he thought he had a computer virus
from opening an attachment. I’ve been probably talking about the book
too much, but many people, like Michael, believe that viruses can do
things that are beyond their grasp. Like all programs, they must be run to
do any work or, in the case of viruses, any damage. This section shows how
email attackers convince you to open virus-infected files and allow the
malicious code to run on your computer. By falling for their trap, your term
paper, presentation for a big meeting, or the photos from your last vaca-
tion can be damaged or even lost forever.

Case Study 3-1
Tina opened her email program to find an email from her sister in Georgia.
She clicked on the email and read a short note from her sister:

Subject: Brighten up your day

You’ve got to take a look at this program. It’s hilarious. Let me know what you

think.

Tina opened the attachment, a file called funstuff.exe. When she ran
it, nothing seemed to happen. She tried again with the same result. Finally,
Tina sent an email to her sister, saying that she couldn’t open the attach-
ment. Over the next few days, Tina noticed her computer getting slower and
slower. She wondered if she needed to get a new computer. She never real-
ized that the attachment she had opened had infected her computer with a
virus that was responsible for the speed issues she was having. Buying a
new computer would “fix” the problem, but simply dealing with the virus
would have the same effect with a lot less cost and hassle.

04 0672326396 CH03  4/6/04  2:04 PM  Page 64



Case Study 3-2
Ben came to work on Monday morning and logged in to his computer. As
he started working through his email from the weekend, he noticed one
from Acme Software, a major software company that Ben’s company used.
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From: support@acmesoftware.com

Subject: Important Security Patch

Dear Valued Customer,

We have just released an important security patch, which is critical for you to

install to prevent hackers from attacking and taking over your computer. To get

this information into your hands as quickly as possible, we have attached the

security patch to this email.

Simply open the attachment, and the security patch will be installed on your

computer immediately. We’ve tried to make this process as quick and painless as

possible.

If you know anyone who uses the fine products from Acme Software but might

not have registered the products, please forward this email to them. It is impor-

tant to us that as many people as possible install this security patch before mali-

cious hackers take advantage of them.

Thanks for your assistance in this matter,

Technical Support

Acme Software

Ben installed the security patch and forwarded the email to some friends
who used Acme Software products at their companies. 

Two days later, Ben was looking for an important file, but there was some-
thing wrong. None of his documents were in the directory where he had
saved them. As he looked through all his directories, it appeared that all
his documents were missing. He called the company’s technical support
line to find out what was going on.

They informed him that a virus had deleted most of the documents from
their servers. The tech support staff was busy upgrading the virus protec-
tion software and restoring files from backup tapes. Ben was upset over
the damage the virus had done, but he never considered that the security
patch he installed had actually been the cuplrit.
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Case Study 3-3
The subject of the email message caught Tom’s attention immediately:
“View Naked Pictures of Britney Spears!!!” Tom looked over his shoulder to
make sure no one was around and clicked on the email.

The email didn’t contain any pictures of Britney but described a special
viewer that would allow downloading the pictures in a manner that couldn’t
be detected or tracked. Tom had heard rumors of some people being
caught with porn on their computers and figured a secure viewer might just
be the key.

Another glance over his shoulder, and Tom began installing the viewer. After
all, it was Britney. The viewer didn’t seem to work correctly, however, and
Tom never saw the promised pictures of Britney. Almost immediately, his
computer started acting strangely. Some programs that Tom used started
crashing or wouldn’t load. Tom realized that he had probably gotten a virus
from the viewer, but he was afraid if he asked for help, someone would
trace the problem back to the viewer. So Tom just kept silent and hoped it
would go away.

How the Attack Works

To understand how these attacks work, first you need to understand what a
virus is. A virus is simply a computer program with all the same character-
istics of any computer program. A virus is written by a programmer, not
some mysterious entity with magical properties. 

Sometimes users attribute qualities to viruses that are beyond their capabil-
ities. For example, viruses can’t live through a reformatting of your hard
disk because, like any other program, they’ll be deleted. If a virus was inad-
vertently copied over to a disk and you insert that disk into your computer,
you can reinfect the machine, but the original copy of the virus on your
computer would have been destroyed.

Also, viruses have bugs, just like all other programs. Sometimes the dam-
age a virus does is unintentional and is actually the result of a bug in the
software. Although the result is the same, these programs aren’t necessarily
the most sophisticated software out there. Often virus developers are copy-
ing someone else’s code and making minor modifications to it.

Although a virus is a computer program, a distinct characteristic separates
a virus from other programs: its capability to replicate. This trait is what
makes a virus a virus. Viruses can spread by copying files onto floppy disks,
burning CDs, or passing computer files over the Internet or network. Any
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medium that allows computer code to be passed from one computer to
another is fair game for a virus to attempt replication.

The issue most people have with viruses is the damage they cause.
However, a virus isn’t necessarily built to cause damage. Sometimes the
damage is deliberate, sometimes it’s accidental, as when a bug causes the
damage, and sometimes a virus simply replicates without any other behav-
ior. When a virus does cause damage, whether intentionally or not, it has
access to all the files and resources that other computer programs have.
Usually this access results in a significant loss of data and time.

In email messages, files passed as attachments can be infected with a virus.
When a virus infects a file, it modifies the file in a way that’s similar to
how you might edit a document. The virus changes the original file so that
the virus code becomes part of the file. When a user sends the file, the virus
is transmitted as well. When the file is opened, the virus code runs and
spreads to the new computer.

As you saw in the case studies, the reasons people have for opening attach-
ments can vary. You might trust the people who send you email, but do
you trust their ability to keep their computer free and clear of viruses? Tina
trusts her sister, of course, but the file her sister sent might be infected with-
out her knowledge.

Several Christmases ago, a frantic relative across the country phoned me.
This relative had sent an email to the entire family and then found out
later that the attachment contained a virus. By the time I was called, sever-
al family members had already opened the email attachment and infected
their machines. The day after Christmas included a run to the mall to pick
up a popular virus protection package to install on my father-in-law’s com-
puter. Trusting a person and trusting the security of his or her computer are
often quite different things.

In Ben’s case, getting a patch mailed from a company sounds helpful, but
no major company would do this. The risk is too high that someone pre-
tending to be the company is sending a malicious patch. Never trust these
types of emails. Whether or not they’re a virus or other malicious program,
rely on established ways of updating your software. Go to the software
company’s Web site and download your patches there.

Finally, Tom is a difficult situation, in that he’s the most likely to run into a
virus and the least likely to report it. Reporting a virus might raise some
questions that Tom doesn’t want to answer, so he’s more likely to keep
silent about any potential problems, which actually compounds the prob-
lem. As time goes on, the chance of Tom infecting other computers increas-
es substantially.
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An Ounce of Prevention

The first and most important rule to help in the battle against viruses and
Trojan horses is to avoid opening attachments and clicking on links to
install software. If you never open attachments or install software from the
Internet, you substantially reduce the risk of virus infection. Of course,
there will be times you want to see a picture of your new nephew or install
a new game, but if you start out with a cautious approach, you’ll be
burned far less often. If you need to open an attachment, be sure to protect
yourself by following the second rule.

The second rule, which goes hand in hand with the first, is to install and
run virus protection software. There are a number of options, with Norton
and McAffee being two of the more popular packages. No computer should
be without virus protection software. The cost of the software and the time
to keep it up to date are minor matters compared to the time and money
spent on a single virus attack.

Another important step is to make sure you’re running the latest patches
on your operating system and applications. The security patches that
Microsoft, Apple, and Linux vendors make available for their operating
systems often fix the problems that viruses exploit in attacks. If you keep
up to date on these security patches, the damage a virus causes to your
files, if your computer does become infected, might be limited.

Finally, make frequent backups of your system. If a virus does infect your
system and succeeds in causing some damage, a backup could be your
only resort. A good backup is important for a number of reasons, but pro-
tecting against virus damage should be enough by itself.

By taking steps to protect yourself from these attacks, you help not only
yourself, but also those around you. Viruses can spread only by infecting
one computer and then being transferred to the next. If enough people
take steps to protect against viruses, it becomes more difficult for them to
spread. Also, by taking the proper measures, your system can inform you
of a virus in an email message, which allows you to inform the sender and
minimize the damage that’s caused.

A Pound of Cure

If you have already been infected with a virus, the first step is to run a
virus protection software package. These software packages typically come
with a disk or CD that you can boot from to clean up the virus without
allowing it to run. You might also need to download the latest signatures to
catch the most recent viruses and variants.
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Until your virus problem is cleaned up, limit your use of the computer.
Especially avoid sending emails with attachments or other risky behavior
that could actually enable the spreading of the virus. It’s bad enough to
have your system infected. When your friends, family, and co-workers
become infected, the problem becomes much bigger.

Finally, if you suspect your system has been infected, backing up the system
is still a good idea. The backups might contain the virus and should be
destroyed after the virus is cleaned up and a new backup has been made.
However, if the virus causes some form of data loss, knowing that the data
is safe and protected so that you can try again to remove the virus can be
reassuring.

Checklist

✔ Avoid downloading software, especially from sources you’re not famil-
iar with.

✔ Avoid opening attachments you aren’t expecting, especially from
sources you aren’t familiar with.

✔ Install and run virus protection software.

✔ Back up your computer.
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All Dressed Up, with Nowhere to Go
Many people access their computers every day, oblivious to the threat of
virus infection. As troublesome as that is, it’s worse when people are aware
of the risk and take action to protect themselves, but leave themselves vul-
nerable due to simple configuration problems. This section is about using
virus protection software and emphasizes that the software is only as effec-
tive as you let it be. You can actually do more harm than good by
installing virus protection and not configuring it properly. Installing virus
protection software can leave you with a sense of security that lowers your
guard in dealing with suspicious files. If this is a false sense of security
because of a misconfiguration, you might be at more risk than if you
hadn’t installed virus protection at all.

Case Study 3-4
Greg was stewing again. As usual, Andrew was the source of his frustration.
Even though Greg had been working at the company about 6 months
longer than Andrew, it seemed as though Andrew got all the breaks. Today
the frustration was Andrew’s computer.

Andrew had just received a brand-new, blazing fast computer. Greg’s com-
puter was fine yesterday, but now it paled in comparison to Andrew’s finely
tuned machine. Everyone who passed by Greg’s cube could tell he was
upset. Even if you didn’t hear the low murmur of Greg’s grumbling, it was
hard to miss the force with which Greg was hitting his keyboard.

To add insult to injury, the boss wanted their latest changes to the software
compiled by 11:00. Greg was sure that Andrew’s computer had already fin-
ished, and he was probably off for an early lunch. Greg’s eyes fell on the
icon for the virus protection software. He quickly clicked on the icon and
turned off the virus checks it was conducting. His computer cranked on
with the compile, and Greg hoped that shutting off the virus protection
would give him enough of a speed boost to catch Andrew. After all, he’d
just turn it back on later when the compile was done.
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Case Study 3-5
Pam bought her computer about a year ago. Even though she had been
nervous about computers, things had gone pretty smoothly for her—that is,
until the past month. All of a sudden, she had been having all sorts of
strange problems. Programs that used to work perfectly fine would com-
plain about missing or corrupt files.

Finally, Pam decided to take her computer into a local repair shop. Later
that afternoon, the repair shop called and informed her that her computer
was infected with a virus. She explained to the technician that when she
bought the computer, the salesman had specifically sold her a virus protec-
tion package to keep this from happening.

The technician explained that although the virus protection software was
installed and running, it had never been updated. Now Pam would have to
pay the repair shop to fix the problem and determine the extent of the
damage.

Case Study 3-6
Joanne was having problems with her mail-order computer system. She
couldn’t point to any particular cause; it just seemed a lot slower than
when she first got it. She called the support line to see whether someone
could help her.

After hearing her complaint about the computer’s slowness, the technician
asked Joanne if she ran any virus protection software. Kathleen said she
did not.

The technician told her that it sounded like her computer was infected with
a virus. She would need to get her setup CD that came with the computer
and reset the computer to its original condition.

The technician walked Joanne through the process. At first, everything
seemed fine. Joanne reinstalled her software and started using the comput-
er again. The next day, she realized she had a bigger problem. In her haste
to get rid of the virus, she had neglected to back up some important docu-
ments. On top of it, the computer still seemed slow. Joanne wondered if
maybe her computer was infected with a worm instead of a virus.

How the Attack Works

Even when you have all the tools you need, sometimes you can be your
own worst enemy. No tool works effectively if you turn it off or

All Dressed Up, with Nowhere to Go | 71

04 0672326396 CH03  4/6/04  2:04 PM  Page 71



misconfigure it. To effectively deal with viruses and Trojan horses, you not
only need to make sure your system is well protected, but also keep up on
maintenance to ensure it stays that way.

First, make sure your virus protection software is installed and running. If
you don’t have virus protection software installed, please set this book
down, go pick up a copy now, and install it. Now that you’re back and
have virus protection software installed, please make sure it’s running.
Recently, when I was driving through Pennsylvania, I went through several
long tunnels and had to turn on my headlights. As I exited the tunnel, I
noticed a sign reminding me to check and see whether my headlights were
still on. Some people could benefit from a similar sign popping up periodi-
cally to ask whether the virus protection software is still running.

Many people install the software and leave it running, but people might
turn off their virus protection for various reasons. During software installa-
tion, many products recommend disabling virus protection software. A call
to a technical support technician might result in temporarily shutting
down virus protection to diagnose a problem. As with Greg, this temporary
shutdown might be done to get a little more performance out of the
machine. Whatever the reason, turning off virus protection can expose a
dangerous vulnerability; however, this vulnerability is simple to fix if it’s
caught before it can be exploited.

An even more common occurrence is to install virus protection software
and have it running, but not keep it up to date. Many people are used to
upgrading software annually. However, the idea of updating software week-
ly or monthly often seems foreign. Although most virus protection software
can be configured to update automatically, when users don’t realize auto-
matic updating is important, it becomes an easily missed step.

When a virus is released, variants—slight variations of the original virus—
are usually produced immediately. Often, these variants perform the same
actions as the virus; they’re just packaged differently. Even if your system is
protected against the original virus, if you don’t keep the software up to
date, the variants can do the same damage.

With huge numbers of viruses and their variants being produced, keeping
up with the latest updates to virus protection software is critical. If you keep
up with this task regularly, it’s easy to do. The longer you go without
updating your virus protection, the longer it takes to get the latest informa-
tion and the higher the risk of your system being compromised.

With all this talk about what viruses can do, there’s a people-related risk
that can cause more damage than a virus. This risk, which happens in two
major forms, is damaging a system to protect against a nonexistent virus.
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The first form is a series of hoaxes that have been passed through email for
years. A typical hoax email describes a newly discovered virus that’s rav-
aging people’s computers and explains how to find out if you have the
virus. Usually, you’re instructed to look for a file that the virus has stored
on your computer and find out, to your horror, that the file does exist on
your computer. The email then explains how to remove the virus, which
often includes deleting the file in question. The problem is that the file isn’t
a virus; often it’s an operating system file that’s needed for the computer to
operate properly.

The second form is “computer experts” who are taking the path of least
resistance. This is what happened to Joanne. Instead of the technician
tracking down the real source of the problem, it was easier to create fear
about a mysterious virus that may or may not exist. Reformatting the com-
puter and reinstalling programs from the original CDs will clear up any
software problems, whether or not they’re virus related. However, this
method carries a high potential for data loss, and the resulting damage
could be substantially more extensive than what a virus would have
caused.

An Ounce of Prevention

For virus protection to do its job and inform you of hostile code, it must be
running. Don’t turn off or disable your virus protection software unless it’s
absolutely necessary. Most of the time, virus protection should be left run-
ning and checking for hostile code.

The most notable exception is when you’re installing new software applica-
tions. Many installers recommend turning off virus protection so that it
doesn’t interfere with the installation process. If you’re installing software
you’ve downloaded from the Internet or received from a family member or
friend, I strongly recommend scanning it for viruses before installation.
Then if you need to disable virus protection during installation, you reduce
your risk during that time. The key is to make sure you re-enable the virus
protection after the installation is completed. Don’t allow yourself to
become distracted by other activities, especially checking email or browsing
the Internet.

After you have ensured that your virus protection is running and will
remain enabled, you need to make sure it’s up to date. Updating falls into
two distinct areas. First, make sure you’re using a current version of the
software. This part of the equation is no different from upgrading any other
software, such as your word processor or golf game. Keeping your virus pro-
tection software upgraded enables you to make use of the latest tools to
combat hostile code.
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The second area is unique to tools such as virus protection. You need to
keep the software itself updated. Virus protection software contains a data-
base of all known virus signatures. These signatures are identifiers that the
virus protection software uses to compare to the files on your computer to
see whether any of them match known viruses. Think of it as a fingerprint
search that you might see on CSI or other forensic television shows. The
virus protection checks to see whether there’s a match with the signatures
in its database to determine if your computer is infected. When you update
your software, you’re refreshing that database to ensure that you have the
latest signatures for catching the newest viruses or variants.

The update process can be completely automated and configured to run
behind the scenes and keep signatures updated on a regular basis. By using
this process, you can ensure that your virus protection software is up to
date without expending a great deal of time or energy making sure it’s
been done.

Above all, don’t use email messages as your knowledge base for dealing
with virus attacks. Virus protection companies don’t send emails with
updates or steps for removing virus-infected files. Go to the virus protection
software’s Web site and use the resources there. You’ll find ample informa-
tion on how to deal with viruses and virus-related issues and news of many
of the virus hoaxes that prevail on the Internet. Going directly to a Web
site is a much better technique than following the steps outlined in an
email forwarded by a friend or a friend of a friend.

A Pound of Cure

If you have been infected with a virus because of disabled or obsolete virus
protection software, follow the same steps for dealing with the problem that
you would use if you had no virus protection software at all. The same
steps for booting your computer, running the software, and obtaining
updates discussed in the previous section still apply.

The important thing is not to overreact and cause new problems when
you’re already in the middle of one. Rely on the virus protection Web site
rather than an email message for information. Follow a methodical process
for checking your computer and disks, and you can deal with the issue
upfront, remove the virus threat, and move on.
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Checklist

✔ Avoid turning off your virus protection software.

✔ When it’s necessary to disable virus protection—for example, when
installing software—make sure it’s turned back on after the installa-
tion.

✔ Use the automatic update feature to keep your signatures current.

✔ Never rely on email messages as your source of virus news.

✔ Gather information before overreacting, even if you think you’ve
already done something wrong.
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Not What I Say, But What I Do
Although virus protection is an important and necessary weapon in the
arsenal to defend against email attacks, it’s easy to become too reliant on
it. When a suspicious file doesn’t trigger a virus alert, the file doesn’t magi-
cally become less suspicious. Yet many people trust the file because virus
protection found no problem with it. With the number of new viruses and
strains being released, you might face a virus at some point that your virus
protection software doesn’t yet know about. Recognizing the symptoms of
viruses and following safe computing practices, regardless of what virus
protection indicates, can help reduce your risk of serious infection.

Case Study 3-7
Judy was a technician at a computer store. Her job description basically
entailed fixing everything people did to their computers. Just last week, she
had removed three Legos and a stick of gum that an ingenious two-year-old
had managed to cram inside a floppy disk drive.

Judy looked at the computer in front of her. The sheet on top said that the
user was having a hard drive problem. Judy grabbed some disks off the
shelf that she used for diagnosing hard disk failures. About 30 minutes
later, she had fixed the bad sectors and began running the company diag-
nostic software on the machine. Basically, this software did a quick check
of everything before a machine was sent back to the customer.

Everything came back fine except the printer port. The computer was hav-
ing problems accessing the printer, but the user hadn’t complained about
the problem. Strangely, this computer was the third one to exhibit the same
problem that week.

How the Attack Works

One drawback to virus protection software is relying too much on the soft-
ware to tell you when something is wrong. I remember my parents telling
me that I should learn to do the math myself rather than rely solely on a
calculator. Reliance on antivirus tools is similar because many people forgo
common sense if their antivirus tool isn’t warning them of any problem.

Just because antivirus alarms aren’t going off doesn’t necessarily mean that
a virus has been eliminated as the culprit of a problem. Antivirus tools are
always a step behind virus creators because they rely on producing signa-
tures to find the virus and users updating their system with the latest signa-
tures. Instead of relying solely on virus protection tools, using them along
with sound methods for dealing with files is a much better approach.
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At one of my first computer jobs, we had a problem very similar to
what Judy noticed. We ended up getting a floppy disk infected with
a virus that wasn’t yet known to any antivirus tools. This particular
virus was a boot sector virus, which means the virus loads itself
into the area of the disk that’s read whenever a disk is inserted
into the computer. When the infected disk is inserted into a com-
puter, it immediately infects the system. If a floppy disk is inserted
into an infected computer, the floppy disk becomes infected.

Although we routinely ran virus protection software, because the
software hadn’t detected a problem, we sometimes ran things a
little more loosely than we should have. For example, some diag-
nostic disks weren’t write-protected. We had scanned the comput-
er for viruses first, so it didn’t seem as important to write-protect
the disks that were put in later.

As soon as a computer was infected with the virus, one symptom
was that the printer port became disabled. At first, it just seemed
odd that several users’ printer ports had stopped working. At that
point, I don’t think I’d ever seen a printer port fail, and yet in three
weeks, I had seen several. Then I had a breakthrough.

Unfortunately, as with many breakthroughs, things got worse
before they got better. I ended up inserting one of the infected
disks into the computer I used to print the report on what had
been fixed. Suddenly, I couldn’t print my reports. It wasn’t exactly a
“Eureka!” moment, but it had the same impact. I realized that
something was going on that had nothing to do with a few broken
printer ports.

We ended up booting off a clean, write-protected bootup disk.
When we did this, the printer started working again. When we
booted up from the hard disk, the printer port wasn’t functional.
With this simple test, we ended up confirming that a virus was at
work and provided a useable, although temporary, workaround.
Within a few weeks, the virus had been identified and included in
the virus protection software, and we were able to expunge this
annoyance from the company’s systems.

Luckily for my company, this problem happened more than 10
years ago, and our customers were loyal. In today’s environment,
our company would probably have been sued over infecting our
customers’ computers and not having the proper processes to pre-
vent it. Protection against viruses is important for everyone,
whether in a home or corporate environment. However, when
you’re in a position of trust, the responsibility that goes with that
position means you must consider the security of the computers
in your care.
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An Ounce of Prevention

The important lesson here is not to rely too much on tools, but to make
sure you use common sense as well. If it looks like a duck, walks like a
duck, and quacks like a duck, don’t believe it’s a cow just because a tool
says it is. You don’t want to fall into a virus-behind-every-bush mentality,
but if everything is screaming “virus,” act as though your system is infected
until you learn otherwise. In this case, assuming “guilty until proven inno-
cent” could keep you from spreading a virus any further. If it turns out the
problem isn’t virus related, you’re none the worse for wear.

At the same time, make sure your virus protection is up to date and run-
ning. You don’t want to run the risk of your antivirus tool telling you
there’s no virus simply because you haven’t updated its information. By
keeping antivirus protection up to date, you’ll be able to confirm whether
you have a problem if the software detects that you’re infected with a new
virus or variant.

A Pound of Cure

If you have been infected with a virus that’s not being detected with the lat-
est updates, don’t be afraid to bring in some outside help. For a company
computer, you might have resources who have more extensive experience
in dealing with computer viruses. For a home PC, see whether a local repair
shop has a technician who has gone through this before and can provide
assistance.

Avoid taking any drastic measures unless you have determined that the
problem is definitely virus related. Reformatting your computer and start-
ing over will remove a virus from your system. However, if it has infected
your disks or backups, when you reinstall your software and data, you’ll be
right back where you started. If you don’t have good backups, you run the
risk of losing your data and having to reinstall and configure all your soft-
ware. That outcome is probably as bad as the damage a virus could have
caused.

Finally, if it seems you have been infected with a new virus or a new vari-
ant, contact the company that makes your virus protection software. User
reports are a major way that companies find out about new variants, when
they’re first reported as being “in the wild.” These companies might be able
to help you determine whether this virus is something new or one they’re
currently building a signature for.
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Checklist

✔ Don’t rely solely on automated tools. Common sense is an effective
tool, if you use it.

✔ Keeping up to date with virus protection is still important.

✔ Avoid taking drastic steps such as reformatting unless the problem is
definitely virus related.

✔ Use outside help, such as a computer technician, to make sure the
problem isn’t a simple hardware or software failure.

✔ If it seems you have a virus that your virus protection doesn’t detect,
contact the company that makes your virus protection software. You
might have a new virus or a new variant.
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Beware of Email Bearing Gifts
Much of the focus on malicious code is on viruses and worms, but another
type of malicious code can take over your computer—Trojan horses. Just like
the story from the Iliad, a Trojan horse appears to be one thing on the out-
side, but contains a destructive force inside. In computer terms, a Trojan
horse is a program that masquerades as a game or tool, but includes mali-
cious code that can perform many of the same attacks as a virus payload.
This section discusses Trojan horses and what steps you can take to avoid
becoming their next victim.

Case Study 3-8
Angie logged on to her computer to be faced with a laser-wielding three-
headed alien. “David and Alex!” she called out at the top of her lungs. No
matter how many times she told them that her computer was for work, her
two sons always managed to get access to her computer to play games.

Angie logged in to the network at work and checked her email. “This
telecommuting thing is pretty good,” she thought as she sipped a cup of
coffee. About an hour into the work day, her connection to the network
dropped. She tried several times to get connected, with no luck.

Angie called the network support team. They asked her to bring her com-
puter in so that they could check it out. Angie needed to stop by the office
that afternoon, so she took the computer in then. Before she left work to
pick up her computer, her boss called her into his office.

The company had a strict policy against using corporate computers for per-
sonal use. The game the boys had installed had actually been a Trojan
horse. When Angie had logged in to the corporate network, the Trojan horse
had gained access to the company’s internal network. Angie realized that
her ability to keep telecommuting was probably in jeopardy.
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Case Study 3-9
Ted had received a little cartoon movie in a email from a friend. The movie
required installing a small video player software application, which Ted was
able to do quickly. The cartoon was funny, so Ted forwarded the email on to
some friends.

A few weeks later, Ted received an official-looking envelope in the mail. It
was a notice from his cable company that his cable modem was being
taken away. Ted called the number at the bottom of the letter to find out
what was happening.

The lady who answered informed Ted that the cable company had received
numerous complaints from major Web sites around the country about his
computer launching attacks against their sites. Ted tried to explain that he
hadn’t hacked anyone, but the cable company had lots of proof that he or
someone with access to his computer was doing just that.

How the Attack Works

You’ve most likely heard the phrase “If it’s too good to be true, it probably
is.” This certainly applies to the category of programs known as Trojan
horses. Of the many resources available on the Internet, software is a key
component. Whether it’s commercial software, try-before-you-buy deals,
shareware, or freeware, being able to download software and have it avail-
able immediately is a major draw for a lot of people.

There are Web sites listing thousands of programs available for download
that range from games to productivity software to utilities. If you can imag-
ine it, chances are good there’s a piece of software out there that does it.
Having this huge repository of software is invaluable when you need that
one special tool at 3:00 a.m.

However, with all this opportunity comes a great deal of risk. Besides the
issue of checking software you download for viruses, there’s the added con-
cern of a hidden agenda. Trojan horses aren’t viruses, in that they don’t
replicate themselves. The only way they can move from machine to
machine is if someone copies them. To get people to copy the software to
their computer, Trojan horses offer two faces: one useful and one malicious.

The first face is a useful software package that people would want to use. It
might be a game, a utility, or other software tool that people might down-
load and install. The user downloads the software and installs it. Like any
legitimate software, the Trojan horse executes the program and runs the
game or utility as the user intended.

Beware of Email Bearing Gifts | 81

04 0672326396 CH03  4/6/04  2:04 PM  Page 81



The malicious part of a Trojan horse is what happens behind the scene
with the software package’s second face. A Trojan horse’s hidden side takes
some other action, such as exposing your system to hackers, deleting files,
or intercepting passwords. Although the program that was downloaded
and installed seems useful, this hidden agenda can be devastating.

In Angie’s case, a Trojan horse contained in a game her boys downloaded
from the Internet was able to wreak havoc on the corporate network.
Although this Trojan horse probably wasn’t designed specifically for Angie’s
company, some Trojan horse programs are designed to look for certain
types of files or data within files. A common technique of Trojan horses is
simply to allow a hacker future access. For example, in Angie’s case, either
the Trojan horse would connect to the attacker to let him know the site had
been compromised, or the attacker would just scan blocks of computers
looking for ones that had his Trojan horse program running.

This technique of scanning blocks of computers is known as port scanning.
Many of the hits on a firewall are this type of attack, which is similar to
walking down a street and trying all the doors on all homes to see whether
any are unlocked. If one is, that home is added to a list to come back and
enter later. An attacker tries to connect to his program on a large number
of computers. Any computer that responds is added to a list of systems that
give the attacker easy access whenever he chooses.

Many people’s first response to the possibility of being hacked is that they
don’t have any sensitive information a hacker would want, so they don’t
consider themselves a target. What many people don’t realize is that the
information on their computers might not be the target at all. The growing
trend is for attackers to gain access to large blocks of computers for launch-
ing future attacks. A Trojan horse gives an attacker control over your home
PC as well as thousands of other PCs. When he wants to launch an attack
or send spam, instead of using his own servers and risking detection or
being blocked, he uses this block of PCs to do the dirty work. If he’s detect-
ed, it is the owners of these PCs who will be blamed. If an ISP blocks traffic
from the attacker, it is these PCs that will be blocked, not the actual attack-
er’s computer. These blocks of PCs have been used to launch many denial-
of-service attacks against large Web sites over the past few years.

An Ounce of Prevention

The first way to prevent Trojan horses from taking control of your computer
is to avoid downloading and installing software. A lot of good software is
available on the Internet, and you might want to avail yourself of this
resource, but by using caution first, you’ll limit your exposure.
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Also, the other rules for preventing virus infection apply here as well. Most
virus protection tools detect common Trojan horses, and a good backup can
be helpful if the Trojan horse performs malicious actions on your file sys-
tem. If you follow these basic rules, many of the problems that Trojan hors-
es cause can be limited or eliminated.

Another step that works particularly well for Trojan horses is installing a
firewall, which is typically a small piece of software that restricts access to
your computer. This is a good piece of software for all computers that con-
nect to the Internet, but especially for those that use a broadband connec-
tion. With dial-up connections, you might get a new IP address every time
you call in. With broadband connections, you might get a permanent
address or at least keep your temporary address for long periods.

A firewall is the first step toward keeping hackers out of your computer and
network. They also are helpful in preventing Trojan horses from establish-
ing themselves on your computer. If you restrict access to the few services
you use, such as Web access and email, a program that starts opening new
connections to the Internet will be blocked. You can use firewalls not only
to protect you, but also to act as a warning system that a Trojan horse
might be at work (see Figure 3.1).
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Figure 3.1 Firewall log showing Trojan horse attack.

You can also install a hardware firewall, which is a computer with the sole
purpose of protecting your network. The operating system hardware fire-
walls run and the software installed on them are all configured for the
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purpose of blocking unwanted traffic from entering your network. Some
devices for granting wireless or broadband access can also double as a
hardware firewall. Whether you choose a hardware or software solution,
the important thing is to protect your network from outside attack and
from being used as a launch platform for attacking others.

A Pound of Cure

If you believe you already have a Trojan horse installed, the same steps
mentioned previously for prevention can help you fix the problem. Even if
an attacker has already gained access to your computer, adding a firewall
can block any further communication. Also, if your virus protection soft-
ware detects a well-known Trojan horse, it can assist in removing the
offending program from the computer to prevent further use by attackers.

Again, don’t be afraid to use outside help if you believe your system has
been compromised. This is a serious issue that needs to be resolved as soon
as possible. By dealing with it quickly and correctly, you can limit your
exposure and minimize the damage.

Checklist

✔ Avoid downloading software from unknown sources.

✔ Install virus protection because most virus protection packages can
detect common Trojan horses.

✔ Install and configure a firewall.

✔ Bring in outside help if needed. Trojan horses are a problem you don’t
want to mess around with.

Summary
After spam, viruses are probably the most discussed email problem, and
the thought of files being corrupted or deleted or computers being damaged
is a frightening prospect for many computer users.

Many computer problems mistakenly get blamed on viruses, and some-
times this misdirected blame does more damage than a virus would have.
Even hoaxes about viruses have become attacks and caused computer
problems for many people.

Virus-infected attachments are opened for a variety of reasons, such as
trusting the source, believing the source would be innocent, or being
seduced by what you think the attachment contains. Therefore, keeping
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your virus protection running and up to date is essential. If you disable
your virus protection software or fail to keep it up to date, you’re not allow-
ing the tool to do its work.

On the other hand, you can become so reliant on virus protection that you
fail to recognize clear virus symptoms. In addition, viruses often get blamed
for problems that are just common computer glitches. When you fall for a
hoax or find a virus behind every bush, you can do more damage than
most viruses can.

Trojan horses hide behind the promise of a software tool and do their dam-
age behind the scenes. The damage caused by this malicious software can
affect your own computer and be used to launch other attacks.

This chapter should have convinced you to install virus protection software
and keep it up to date. You should also be cautious about opening attach-
ments or downloading software, whether through email or directly from the
Internet. These steps can help a great deal in protecting you from this type
of attack.
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